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= Depuis un navigateur :

* Enconsultation sur le port 20171 : http://host:2011/rseapi/
* En gestion surle port 2012 :

https://host:2012/rseapi/ Ou plus direct https://neptune:2012/openapi/ui/

= Interface Open liberty de type swaggerUI

Remote System Explorer APl (RSE APl) Documentation @

IBM Remote System Explorer APl is a collection of REST APIs that allow a client to work with various components on an IBM i host system, including QSYS objects, IFS files, and CL Commands.

Servers
https:/ineptune:2012/rseapi v Authorize ﬂ

b

P : s Administration Services provide APls that give information about RSE API and the runtime environment of the RSE API server. To use the APIs. the authenticated user must A~
Admln IStratlon Sewlces authenticate to localhost and have the administrator role or have *ALLOBJ special authority.

I /api/vl/admin/memory Getinformation about server memery usage a hvd I
I /api/vl/admin/settings Getthe general settings being used for RSE API. a hvd I
I POST /fapi/vl/admin/settings Setsettings for RSE AP = v I
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http://host:2011/rseapi/
https://host:2012/rseapi/
https://neptune:2012/openapi/ui/

Comment ?

= Serveur adm|n5 demarre

ADMINS QLHISUR BCI , 0 JVM- /DIBHZProd THDW
0

CGIDRVZAPA QTMHHTTP BCH PGM-QZHEBMAIN

E

=  Activer TLS sur le serveur admin5b

i | Admin5 - V8.5 (int app svr) v
Admin5 = Properties
Properties I’\\’

Display and manage the properties of the application server.

Application Server

Property information for the integrated Web application server

Version: 8.5

Subsystem: QHTTPSVR

Job name: 194790/QLWISVR/ADMINS
User ID: QLWISVR

Instance path: fgibm/userdata/os/admininst/adminS/wlp/usi/serversfadming I

Disable server: | False v |

| 105 conoation. Enabied | @ Admin5 V8.5 (int app svr)
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Quol ?

= 8§ services

Servers
I https:i/itest10:2012/rseapi v ]

hdministration Services provide APIs that give information about RSE API and the runtime environmer
huthenticate to localhost and have the administrator role or have *ALLOBJ special authority.

Administration Services

CL Command Services cL command Services provide APIs for running CL commands

Integrated File System (IFS) Services provide APIs for accessing objects in a way that is like personal computer and UNIX ¢
from files, and writing to files.

IFS Services

QSYS Services @sys Services provide APIs for accessing QSYS objects.

SQL Services sl senices provide APIs associated with performing SQL operations.

Security Services provide APIs relating to security, such as the management of digital certificates and the retrieval

Security Services | ie dgita certificate management APIs require the Digital Ceriificate Manager, option 34 of the I8M i licensed p
must have the "ALLOBJ and "SECADM special authorities.

Server Information Services Sewer Information Services provide APIs about RSE API.

: = Sessioh Services provide APIs for authenticating a user and managing sessions that are tied to an authenticated u:
Session Services accesged. Once authenticated, a bearer token is retumed and must be submitted on requests when invoking protec
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Quol ?

4 4 . |
= R e C U p e rat I O n d u n to ke n Session Services Session Services provide APIs for authenticating a user and managing sessions that are t

accessed. Once authenticated, a bearer token is retumed and must be submitted on reque

I /api/vl/session Getinformation about the session

PUT /api/vl/session Refresh session settings.

I POST /apijvl/@sicn Authenticate with user credentials and return an embedded token.

I VSRRl /api/vl/session Logout releasing resources tied to the session.

. . . \ 4
= Limitation des acces - parametrage Administration Services SEre S o v e e

GET /api/vl/admin/memory Getinformation about server memory usage

GET fapi/vl/admin/settings Getthe general settings being used for RSE API.

POST /fapi/vl/admin/settings Setsettings for RSE APL

i,

= (Gestion des certificats

Security

Security Services e,

@must hz
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Description de ['API

= https://itest10.gaia.lan:2012/openapi/ui/

Security Services provide APIs relating to security, such as the management of digital certificates and the retrieval of TLS system
. . information.
Security Services ) -~
All the digital certificate management APIs require the Digital Certificate Manager, option 34 of the IBM i licensed program (5770-
S$51), be installed. In addition, the authenticated user must have the *ALLOB. and *SECADM special authorities.

l POST fapi/vl/security/dcm/cert/delete Delete a digital certificate.

l fapi/vl/security/tls Retrieve system transport layer security (TLS) attributes.
l OST fapi/vl/security/dem/cert/export Export a digital certificate.
l OST fapi/vl/security/dem/cert/info Get detailed certificate information.

fapi/vl/security/dcm/appdef/associate Associate digital certificates to an application definition.

fapi/vl/security/dcm/appdef/1list List application definitions.

fapi/vl/security/dcm/appdef/untrust Remove a certificate authority (CA) digital certificate from the application definition CA trust list.

Sfapifvl/security/dcm/appdef/disassociate Disassociate digital cerificates from an application definition.

fapifvl/security/dcm/cert/list Retrieve a list of certificates in a certificate store_

Sfapifvl/security/dcm/certstore/changepassword Change digital cerificate store password

Sfapifvl/security/dcm/appdef/trust Add certificate authority (CA) digital cerificate to the application definition CA trust list.

Sapifvl/security/dcm/cert/import Import a digital certificate

NN AN A AN AN AN AR RN AN AN AN RN

Japi/vl/security/tls/stats Retrieve system transport layer security (TLS) statistics



https://itest10.gaia.lan:2012/openapi/ui/
https://itest10.gaia.lan:2012/openapi/ui/

Importation dans Postman

itest10:2012/openapi

m |® Swagger Ul x @ itest10:2012/openapi x 4+
< O ELEEZNEY Hins/itest10:2012/openapi

openapi: 3.@.0
info:
title: Remote System Explorer API (RSE API) Documentation
description: "IBM Remote System Explorer API is & collection of REST APIs that allow'
% a client to work with various components on an IBM i host system, includingh
% QS¥S objects, IFS files, and CL Commands.™
version: 1.8.9
SErVErs:
- url: https://itestle:2012/rseapi
tags:
- name: Administration Services
description: "Administration Services provide APIs that give information about RSEN
% APLI and the runtime environment of the RSE API szerwver. To use the APIs, thel
% authenticated user must authenticate to localhost and have the administrator)
% role or have *ALLOB] special authority.™
- name: CL Command Serwvices
description: 'CL Command Services provide APIs for running CL commands.
- name: IFS Serwvices
description: "Integrated File System (IFS) Services provide APIs for accessing objects)
% in & way that is like personal computer and UNIX operating systems. This includes®
% listing objects in directories, reading from files, and writing to files.™
- name: QSYS Services
description: 'QSYS Services provide APIs for accessing QSYS objects.
- name: SQL Serwvices
description: "SQL Services provide APIs associated with performing SQL operations.
- name: Security Services
description: "Security Services provide APIs relating to security, such as the management),
Y of digital certificates and the retrieval of TLS system information. \n\nAlL\
% the digital certificate management APIs require the Digital Certificate Manager,\
% option 34 of the IBM i licensed program (577@-551), be installed. In addition,?
% the authenticated user must have the *ALLOBI and *SECADM special suthorities.”
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https://itest10:2012/openapi
https://itest10:2012/openapi
https://itest10:2012/openapi

Prerequis

= Pour les APIs « Security Service »

- |’utilisateur doit étre
—  *ALLOBJ + *SECADM

* Le mot de passe des magasins de certificat
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Scénario 1

= Onauneinstance HTTP Apache existante et sécurisée
* Importer un certificat
« L’associer al'instance
* Redémarrer
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Scénario 1

O ERLLEEUEY bips//itest10:10701

= [nstance

nformation on changing this page or serving additional pages using PW25RSE,

Display Configuration File
HTTP server: PW25RSE
Selected file:  Mwwwi/pw25rselconifhittpd.conf

L=R--R s R I R

Nom commun (CN) pw25rse
# Configuration originally created by Create HTTP Server wizard on Thu Nov 13 16:48:21 CET 2025 Organisation (O) Gaia
LoadModule ibm_ssl_module /Q5YS.LIB/QHTTPSVR.LIB/QZ SRVSSL.SRVPGM Unité d’'organisation (UD)  PW25
Listen *:10700
Listen *10701
DocumentRoot iwww/pw25rse/htdocs Emis par
TraceEnable Off
Options -FollowSymLinks . . . Nom commun (CN) itest10.gaia.lan_CERTIFICATE_AUTHORITY
LogFormat "%h %T %l %u %t o™ %=s %b "%{Refererit™ \"%{User-Agent}i'"" combined a isation (O) IBM Web Administration for i
LDﬂFDmlat "%{Cookie}“ 'l“%n“ %ru CDOkiE‘ rganisation e MInISTration Tor |
LogFormat "%{User-agent}i" agent Unité d'organisation (UO)  <Ne fait pas partie du certificat>
LogFormat "%{Referer}i -» %U" referer

LogFormat "%h %l %u %t \"%r" %>s %b" common
CustomLog logs/access_log combined
LogMaint logsfaccess_log 70
LogMaint logsferror_log 7 0
SetEnvif "User-Agent” "Mozilla/2" nokeepalive
SetEnvif "User-Agent” "JDK/M.0" force-response-1.0
SetEnvif "User-Agent™ "Java/L.0" force-response-1.0
SetEnvif "User-Agent” "RealPlayer 4\.0" force-response-1.0
SetEnvif "User-Agent” "MSIE 41.0b2;" nokeepalive
SetEnvif "User-Agent™ "MSIE 4.0b2;" force-response-1.0
SetEnv HTTPS_PORT 10701
=Directory /=
Require all denied
=/Directory=
=Directory 'wwwipw25srse/htdocs=
Require all granted
</Directory=
=VirtualHost *:10701>
SSLEngine On
SSLAppName QIBM_HTTP_SERVER_PW25RSE
S5LProtocolDisable SSLv3 TLSv1 TLSv1.1

“hhirtiailldacts

@ Sample page for the server x IS

This is th Visionneuse de certificats : pw25rse

Général Détails

ion available on the HTTP server  Emis pour

QIBM_HTTP_SERVER_PW25RSE
Server

Assigned Certificates

v
[ PW25 origine / + l

Trusted Certificate Authorjfes

l LOCAL_CERTIFICATE_AUTHORITY_78780E12(11) + l

20 novembre 2025




Scénario 1

« Authentification

‘ POST e {{baselrl}} fapi/vl/session
= Docs Params Authorization Headers (11) Body Scripts Settings
none form-data w-www-form-urlencoded O raw binary GraphQL JSON -~
1 1
2 "host": "localhost™,
3 "uzerid®: "PWZs",
4 "password™: * '
5 I
Body Cookies Headers (5) Test Results +’_£} 201 Created 83ms - 263 B
Key Value
Authorization Bearer 35308996e-di1f-4e70-83cd-f471ff33531-6915fd09-3137322233302e36223234 31
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Scénario 1

* Importer un certificat

— Formats supportés :
— PKCS12 sicontient la clé privee (SERVER/CLIENT)
— PEM (CRT) ou DER sinon (CA)

— Dans notre cas, les CA existent, on peut importer directement le certificat
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Scénario 1

POST 4 {{baseUrl}} fapifvifsecurityfdem/certfimport
= Docs Params Authorization = Headers (11) Body » Scripts Settings
none form-data w-www-form-urlencoded @) raw binary GraphQL JSON -~
1 4
2 | jeemstexeype s (| g DCM magasin *SYSTEM
3 ‘certStorsPath”: "%S¥YSTEM",
4 ‘certStorePassword”: =, .
5 ‘certType™: "SER‘JER_ELIV Alias dans DCM
B ‘certFormat™: “"PKCS12", ofe
7 | “certAlins*: “Puzs va*. / Mot de passe du certificat
3 ‘certDataPassword”: "iTest18", / Certificat au format base64
= 'certData”:
"MIIJiwIBAzCCCUKGCSgGSIb3D0EHARCCCToEEEk2MITIM] COCS4GLSGSIb3D0EHBQCCCRAwEEkbAZEAMTIIF
AQMWDQOIgZb2EtAURKSCAQWAZ S owHPKEKbOemTMpLItZ / 1oV rDVWLsgeeQAe gVTEIL /AUSaAn]Z i gMABDK
bfpb¥eoh562GCAFeH Yy IWoBsDmIoMyleZ JMNIc20KLEMKCIWEtVsWeMIkSaeN+yxJrE8C1iSkbL [ IGTtc@S1Z40:2
HoevBojRVee3sDNeFVYmMZYFERcENdGTLNNNOIpTZRKUNI 18 khHAV 49639098 Wu7 D/
Body Cookies Headers (4) Test Results D) 204 Mo Content 156 ms
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Scénario 1

« |’associer a l'instance

— Correspondance avec DCM
4 View Application Definition

POST W {{baselUrl}} fapiivifsecurity/dem/appdeffassociate
Assign Certificates Define CA Trust Update Validate Delete

= Docs Params Authorization = Headers (11) Body = Scr QIBM_HTTP_SERVER_PW25RSE

Server

nong form-data w-www-form-urlencoded ) raw

1 1 Assigned Certificates
2 ‘appDefinitionID®: "QIEM_HTTP_SERVER_PW2ZERSE",
3 ‘certAlia=es": ["PW2E w2"] ._’| PW?25 v2
4 %
& PW25 v2
pw25rse

Expires in 364 days
ECDSA (256 bits)
Stored in software
Server/Client Certificate
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Scénario 1

* Redémarrer
— Nouveau certificat pris en compte

im] (H) Sample page for the server x 4+

< O

R TE hitns//itest10:10701

- . T =g .
ThlS is th Visionneuse de certificats : pw25rse
Général =~ Détails
For information on changing this page or serving additional pages using PW23RSE,
To learn more, please refer to the list of documentation available on the HTTP server  Emis pour

MNom commun (CN) pw25rse
Organisation (0) Gaia
Unité d'organisation (UD)  PW25

Emis par
MNom commun (CN) itest10.gaia.lan_CERTIFICATE_AUTHORITY
Organisation (0) IEM Web Administration for i

Unité d'organisation (UD)  <Ne fait pas partie du certificat>

Période de validite

> Date d'émission mercredi 12 novembre 2025 3 17:10:15
Date d'expiration vendredi 13 novembre 2026 3 17:10:15
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Scénario 2

= Importer un certificat d’une autorite publique
» Importer le CA / certificat
« Dissocier le certificat actuel
« Associer le certificat importé
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Scénario 2

= Récupérer le certificat + chaine de certification (CAs)

& gandi.net

(A TABLEAU DE BORD
€5 NOM DE DOMAINE
1] CERTIFICATS SSL
> HEBERGEMENT WEB
= GANDICLOUD

3 FACTURATION

%2 ORGANISATIONS

Service client

Certificats SSL (3

l Q. Chercher

Filtrer 2=

(J nNom

D www.volubis.fr

SAS VOLUBIS

formation.volu

(] bistr

SAS VOLUBIS

education.volu

(] bistr

SAS VOLUBIS

Type

Manuel / Standard Multi-

domaines

Manuel / Standard Une
adresse

Manuel / Standard Une
adresse

Abonnement

Payé jusqu'au 10 févr. 2026

Payé jusqu'au 11 févr. 2026

Payé jusqu'au 6 oct. 2026
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Validité ECH
Valide jusqu'au 10 févr. 2026 E]
Télécharger
Va
Regenerer...

Maodifier les tags...

Révoquer



Scénario 2

= Récupérer le certificat + chaine de certification (CAs)
« Souvent une option pour recupérer les autorites (ici en PEM)

Certificat Intermédiaire

Téléchargez et installez le certificat intermédiaire sur vos
serveurs pour valider la chaine de certification au
certificat racine.

‘ Télécharger Vv, ‘

« Il faut pouvoir télécharger avec la clé privée (PKCS12, pfx)
—  Protégé par un mot de passe
— Contient les CA
— Peut étre considéré comme un magasin
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Scénario 2

= Encoder le certificat en base 64

 Ona utilisé

https://www.base64encode.org/fr/, MIISowIBAZCCEMEGCSGSIb3DQEHAACCEIEGhJOMIISSICCEKYGCSAGSIb3aDQEHBACCEjcwghlzAgE
https://www.baseb64encode.net/ ou AMIISLAY JKoZIhveNAQCBMBSGCiqGSIb3DQEMAQMWDQQIVsdtgZVFKFCCAQWAGhIAAZNogsgSuZeA |

DjdA/bIXHWTQxK7sU3ZWXw40rV4ht4 THYEEJFS/pdVu27BueSN7/suX/vMwO8+PFxdLwLulU7v5x3m

htt pS ://e mnl78. git hub.i O/O nline- 0JVa5yAbCgjQKIFEKTAbNIROPY63YOIZMq4CXKMMB6dAc4uthS2BXwuilcmybXGnwrK Awil/WQ03oj
UEHwWv7ygqTXYKBQeTkQDNOpemCtWT5BrveUaOw74ALacTEzzS/hjlg+BAP20eblLcVjp/7A4irF2uBIBC3
tOO I-S/ base 6 4 en COd e. ht m I- xybVM8QRNhJxPTFytEzLJ8J9InpsIPCrzCsQjGVeErhy/gDKxLiwScU8WCEzBvuyaxNziLIhVxnyLGsTXxLK

chKSkgH7eTcWQASsKiMBASZnggEJgSmLchtQUoOL)(r1PonIyVF9USUQCpSpZHLBeTPuAPCUUfV
SmadbWHiqqF/sapSMRt+T9Y vI6DvgQ7NEyOlgfgMvvPXgol2m6fFj/wBS5psGFAZrROS|/SuButkXQUqg0ZH
Ld1Rcs1SAWpLZDkjrbA/houBeE4b3wbgqWibNFRfd/i2S9sDBo++sEJbJAdk48ApvUKudKxJPO3kDUFq

° M a | S a U S S | xfvTDCtJRArsQfkvOkKwS52S0DYdmdMHhOD+ge36jKzNz9LgWIRIwBasSNNWSs7jEvrSGdv40vePXOXV
DNKGhgQ43dGsU7MZwzz9fidicBPKSUi3Rar6tOwCjWErQi9Tfn4XcMuNorBnzte+vJ82NbMoPoKlgzvd
XauE+DSOLWZwIS7VY7/SVImDds89uJ+4VOjLMIRSrmA4Z52eFrIEVVEBfIxDONn6rv0sjxz AVsUEvOwJIn9sp
ULBxOJk6XmyweyNoShbgZkRenPBR4zrJF5s05kPBI7XWQxxASyQaufXVOJrXo6uOMzf4U12n5C6sCq2

SELECT gsys2.base64_encode(line) FROM TABLE(QSYS2.IFS_READ_BINARY(PATH_NAME => '/home/NB/volubis.fr.pfx'));

00001
MIISowIBAzCCEMEGCSqGSIb3DQEHAACCELIIEghJOMIISSjCCEKYGCSQGSIb3DQEHBGCCEjcwghIzAgEAMIISLAYJIKOZIhvCNA. ..
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https://www.base64encode.org/fr/
https://www.base64encode.net/
https://emn178.github.io/online-tools/base64_encode.html
https://emn178.github.io/online-tools/base64_encode.html
https://emn178.github.io/online-tools/base64_encode.html

Scénario 2

= (Cas dans DCM

s Certificat X DigiCert Global Root G2

Général Détails Chemin daccés de certification DigiCert Global Root G2

Expires in 4445 days
Chemin d'accés de certification RSA (2048 bits)

@ DigiCert Global Root G2 _ '_' Certificate Authority (Enabled)

View

Absent
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Scénario 2

=  Authentification

‘ POST e {{baselrl}} fapi/vl/session
= Docs Params Authorization Headers (11) Body Scripts Settings
none form-data w-www-form-urlencoded O raw binary GraphQL JSON -~
1 1
2 "host": "localhost™,
3 "uzerid®: "PWZs",
4 "password™: * '
5 I
Body Cookies Headers (5) Test Results +’_£} 201 Created 83ms - 263 B
Key Value
Authorization Bearer 35308996e-di1f-4e70-83cd-f471ff33531-6915fd09-3137322233302e36223234 31
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Scénario 2

= Importer le pfx

| POST ~ {{baseUrl}} fapifviisecurity/dem/certfimport

= Docs Params Authorization e Headers (11) Body Scripts Settings

() none () form-data () x-www-form-urlencoded ) raw () binary () GraphQL JSON ~

L L

ra

“certStoreType”: "CM3™,

“certStorePath”: "#3YSTEM",

“certsStorePassword": " ",

“certType”: "SERVER_CLIENT",

“certFormat”: "PKCS12",

“certAlias”: "volubis.fr",

“certDataPassword": ™ Y

"certData”: "MIISowIBAzCCEMEGCSQGSIb3DOEHARCCELIEShIOMITSS]CCEKYGCSqESTb3D0EHBGCCE cwghIzASEAMTITISLAYIKoZ Thv cNAQCBMBSGC1aGS Ib3D0EMAQMWDQDTvsdtgZVE
bIXHWTOXKT sU3ZWXwa0rVahtdTHYEEIF9 /pdVu27BuesNT / suX / vMwl8+PFxdLwLul7vEx3m0IVasyabCeg JQkIF6KTAbNIROPvEIYOIZMg4CXKMME6dAcduthS2EX WU 1 Ucmy DXGnwTKAwiU,
WOE30JUEHWTyglXYKEQeTkQDNBpemCtWTEBrVelalw74ALacTEzz5  hiIg+BAP20ebLeVip /7AL1irF2uBlBC3xybVMBORNhIxPTFytEzLIS8I9Inps1PCrzCs@iGVaThy /
qDExLiwscUBWCEzBvuyaxNzillhVxnylGsfxx L KzcSKEkgHTeTcWIABsKIM3ABz9]SEEIESmLcZbtQUoBLXr1RxoKIyWVFIU3IRQCpepZHLBe TPUAPCUUEVEmadbWHiggF /fsapSMRE+TIYvIE
wB5psGIA2IRES ]/ 5uButkXQUgRZHLdIRcs1SANPLZDKkjrbA /houbeE4b3wbgqWibNFRED/1259sDBo++sEJbIAdk4BApVUKUdKx IPR3kDUFgxEvTOCtIRdrsQfkvOKws258DY dmdMHROD
+qe36jKzNz9LgWIR1weasSNNWSsT JEVISGdv40ve PXOXVDNKGhgQ43dGsU7MZwzz9fidicBPKSUL3Rar6t0wC JWEXQi9TEndXcMuNoxEBnzte+v]182NbMoPokIgzve auE+DSOLWZIWISTVY 7,
+AV@ILMiRExN4ZE2eFrIEVVELIxDOn6rvAs jxzAVsUEVEWINIspULExDIkeXmyweyNoSbgZkRenPER4zx JIFE0EKPEAT XWX AEY QauEXVEIrXosudMz£4U12nEC6sCg2+ 2fHOI kA
+BnEaLluMdVM3PczBKIEGIDEENYNEGC1dDvTEut6z1Ne6MBreP1TE+02GES5y SKFuewTWX VO YtReasdh7ZQzFGx 11 YNz 7+SUw3VL /+INSZF£1VQSKhHC +g0myveXIHbXrlyWnRGGNngchTas
fg1Z1dKrVrcsdXwbeddRY2ihPiOmrEBhiFAvZKS6gkL xRZuUpYYSgtEE70xaiBbalMSUTKVNErNBI LY nLr KAUHDX TV pVRZFYu+00Q612f / zMPEZNZ6VE6I1gph7 KM JEMTOMPIsCZ2FgVIHF /
pa¥etlkmeeYLwlIxE9zCwZWAiREA61tsz6Iwlad¥L1nS3mNGo0l+I70zzuIwddC2TLOEMIXEgMIL@6 TXWsBulyaFiBxfvd@tqvIedc@NRzxGmB+dviunwTdc /EgF/+0TR/

NvwQfoPdTxEed0xg2BFnLoRugxobTROUGCxZICFSEGcAVULFUWESSkyRyDTEIMQOtIJEFDLx7vGCxDoxgLlRpke7ire/

= T B & 1 B I S B

Body Cookies Headers(4) Test Results f:L) 204 No Content 270 ms




Scénario 2

Certificate Hierarchy

" Aprésimportation |

- ‘ GandiCer

Showing 1 of 35 certificates

[ volubis.fr

volubis fr _
www volubis._fr volubis. fr
www.volubis_fr
! Expires in 88 days
ECDSA (256 bits) ! Expires in 85 days
Stored in software ECDSA (256 bits)
Server/Client Certificate Stored in software
Semnver/Client Cerificate
View T
ke
-
GandiCer
GandiCert

Expires in 3076 days
RSA (4096 bits)
Certificate Authority (Enabled)

EM i Power /IR




Scénario 2

= Dissocier le certificat

View Application Definition
POST W {{baselUrl}} fapifvifzecurity/demfappdef/disassociate
Define CA Trust Ug
Headers (11) Body » Scripts Settings
|

Assign Certificates
= Docs Params Authorization e
GraphQL JSON

QIBM_HTTP_SERVER_PW25RSE
Server | none form-data w-www-form-urlencoded Q) raw binary
Assigned Certificates i te
2 ‘appDefinitionID”: "QIBM_HTTP_SERVER_PW2ZERSE”
l PW25 v2 3 1
r _1 ! -SE'I'VE_T - -

Trusted Certificate Authorities
Assigned Certificates

MNone assigned

l LOCAL_CERTIFICATE_AUTHORITY_78780E12(11)

Trusted Certificate Authorities

[ LOCAL_CERTIFICATE_AUTHORITY_73780E12(11)
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Scénario 2

= Associer le certificat

POST W {{baselrl}} fapifvifsecurity/decm/appdeffassociate
= Docs Params Authorization = Headers (11) Body # Scripts Settings L
none farm-data ¥-www-form-urlencoded O raw binary View Appllcatlon Definition
1 - Assign Certificates Define CA Trust Update Validate Delete
2 ‘appDefinitionID®: "QIBM_HTTP_SERVER_PW25RSE",
e R s " QIBM_HTTP_SERVER_PW25RSE
3 certAliases": ["volubis.fr"]

Server

-1 Assigned Certificates

l volubis.fr

Trusted Certificate Authorities

l LOCAL_CERTIFICATE_AUTHORITY_78780E12(11)

Power Week —18/19/20 novembre 2025



Scénario 3

= Pour automatiser, du code |-- variables pour intégration

® SSC)L. create or replace variable nb.pw varchar(10) ;
create or replace variable nb.pwstore varchar(1e) ;
create or replace variable nb.body clob(1M) ccsid 1208 ;
create or replace variable nb.bearer varchar(200) ccsid 1208 ;
set nb.

set nb.

-- 1. Authentification

set nb.body = '{"host": "localhost", "userid": "PW25", "password": concat nb.pw concat '"}' ;

set nb.bearer = (
select JSON_VALUE(res
from table(qgsys2.http_post_

e_http_header, '$.Authorization' RETURNING varchar(20@)) as bearer

ose(URL => 'https://itestl@.gaia.lan:2012/rseapi/api/vl/session’,

REQUEST _MESSAGE => nb.body,

OPTIONS => '{"headers":{"Content-Type":"application/json","Accept":"*/*"}}"')) );

Power Week —18/19/20 novembre 2025



Scénario 3

= Pour automatiser, du code
« SOL

-- 2. Import

set nb.body = json_object( 'certStoreType' value 'CMS',
‘certStorePath’' value '*SYSTEM',
'certStorePassword’': nb.pwstore, «
'certType': 'SERVER_CLIENT',
'certFormat': 'PKCS12',

‘certAlias': 'volubis.fr',
'certDataPassword': 'volubis',
‘certData’ : (select qsys2.baseb4_encode(line)

from table(qgsys2.ifs_read_binary(PATH_NAME => '/home/NB/volubis.fr.pfx'))) ) ;

select *
from table(qsys2.http_post_verdgse(URL => 'https://itestle.gaia.lan:2012/rseapi/api/vl/security/dcm/cert/import’,

REQUEST_MESSAGE => nb.body,

OPTIONS => '{"headers":{"Content-Type":"application/json";r”,ff'
IIAcceptll: II*/*II’

"Authorization": concat nb.bearer concat '"}}')) ;
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Scénario 3

= Pour automatiser, du code
« curl

PATH=/Q0penSys/ /
export PATH PASE_PAT

BEARER=%(grep -i
echo $BEARER

Power Week — 18/19/20 novembre 2025



Remarques

= Pas (encore ?) toutes les fonctions de DCM

« Impossible de créer un nouveau certificat
— «Méme pas un renew »

= Via SOL

15 select *

16 from table (
17 gsys2.certificate_info(certificate_store_password => '*NOPWD")

18 )
19 where validity_end < current date + 1 month

2¢ order by validity_end;

CERTIFICATE_LABEL SERIAL_NUMBER VALIDITY_START VALIDITY_END
LOCAL_CERTIFICATE_AUTHORITY_78780E12(5) 6785139B 2025-01-12 14:22:35 2025-01-15 14:22:35
LOCAL_CERTIFICATE_AUTHORITY_78780E12(6) 67BC422F 2025-82-23 10:55:59 2025-02-26 10:55:59

66EQ12CAP6EL20 2824-09-89 11:35:06 2625-89-16 11:35:06
Power Week —18/19/20 novembre 2025
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Remarques

= https://github.com/ThePrez/DCM-tools

dcmimport

Used to import certificates into DCM.
It can be used to import files of type:

* Binary DER-encoded certificate files

» Binary DER-encoded certificate bundles

» Human-readable DER-encoded certificate files

* Human-readable DER-encoded certificate bundles
* JKS trust stores

* JCEKS trust stores

* PKCS#12 or PFX bundles

+ A directory containing any of the above

* A .zip file containing any of the above

It can also be used to fetch certificates from a remote host and import to DCM.

dcmexport

Used to export the entire DCM keystore to file

Power Week —18/19/20 novembre 2025
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