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Directe

= Peu sécurise
= Necessite une IP publique

i IP publique /
— —— 5y

. - . T
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Indirecte - Proxy

= Plus sécurise — le proxy masque les details des serveurs finaux
= Masquage d’IP et filtrage requétes

= Cache
IP privée
—'—Ir

Proxy IBM i

Internet

Power Week —18/19/20 novembre 2025



Indirecte — API GATEWAY

= Authentification et autorisation (Oauth, JWT, clés API)

= Politique de sécurité (WAF, liste blanche IP, atténuation des bots...)
= Routage

= Limitation de débit, régulation, répartition de charges

= Cache et transformation des réponses

= Harmonisation (URL, logs, monitoring, sécurités...)

= Monétisation
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Indirecte — API GATEWAY
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Serveur HTTP ?

Choix a faire lors de [’étape 1 du processus de création

Create Web Services Server

Specify Web services server name - Step 1 of &

Welcome to the Create Web Services Server wizard. A Web services server provides a secure and easy
SQL statements. This wizard creates everything needed to run Web services.

For more information, please visit: https://www.ibm.com/support/pages/node/633935

Specify a unique name for this server 0

Server name: | Univ2025

Server description: |Seveur pour présentation powerweek 2025
Create HTTF server
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Serveur HTTP vs Serveur d’application

= Jln’yapasdebonne ou mauvaise pratique, juste une question de choix
en fonction:

» De vos besoins
« De votre architecture réseau : Api Gateway vs exposition directe
* Du type d’authentification souhaité
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Serveur HTTP vs Serveur d’application

= |esdifférences:

_ Serveur Apache Serveur d’application

Log Apache Java
Authentification Basique / profil IBM i Basique / profil IBM i
Basique / liste de validation Basique / liste de validation
Basique / Fichier XML (rdles)
LDAP
Kerberos
Kerberos + profil IBM i
Token Token
Certificat TLS Gestion compléte par DCM via les  Création / renouvellement via DCM, propagation sur le
applications serveur par modification du fichier
/www/NomServeur/wlp/usr/servers/NomServeur.xml
dans I'lFS
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Profil serveur

= Par défaut QWSERVICE

Specify user ID for this server: 0
Use default user ID

Mote: The default server user ID is QWSERVICE.

Specify an existing user 1D

Create a new user ID

= On leretrouve sur le job du serveur d’application

UNIV_2025 QTMHHTTP
UNIV_2025 QTMHHTTP
UNIV_2025 OTMHHTTP
UNIV_2025 QWSERVICE

PGM-QZHBMAIN
PGM-QZSRLOG
PGM-QZSRHTTP
JVM-/QIBM/Prod
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Profil serveur

= Modification depuis le serveur d’application

Properties
Display and manage the properties of the application server.
Application Server| Ports JRE Web Services | Subsystem Information

Property information for the integrated Web application server

Version 85
Subsystem Ik

Job name:
User ID: WSERDﬂ
Instance path. nwwwiuniv_. wip/usr/serversiuniv_2025

Disable server: | False v

UNIV_2025 QTMHHTTP PGM-QZSRLOG SIGH
UNIV_2025 QTMHHTTP PGM-OZSRHTTP SIGH

UNIV_2025 WSERVDT JVM-/QIBM/Prod THDMW
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Profil serveur
= Créer des profils par copie de QWSERVICE

= Ce profil doit rester un profil technique, pas de droit sur l'applicatif métier

= Permet de différencier des travaux en fonction des serveurs :
 Test/ Prod
» Cloisonnement applicatif
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JOBD

Properties

Application Server Ports JRE |Web Services | Subsystem Information

Server runtime environment

Path to job description [L’QSYS.LIB/UNIV2025.LIB}JDUNNZOES.JOBD Of... v || Browse
Path to job queue: *JOBD OL.. ¥ || Browse
Routing data: *10BD Of.. v

Synchronize with HTTP configuration

en
S-syst/trav cours Fonction
SBUNIV2025 QSYS
UNIV_2025 QTMHHTTP PGM-QZHBMAIN
UNIV_2025 QTMHHTTP PGM-QZSRLOG
UNIV_2025 QTMHHTTP PGM-QZSRHTTP
UNIV_2025 WSERVDT JYM-/QIBM/Prod
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JOBD

=  Permet de router le travail vers un sous-systeme personnalisé
< Création d’un sous-systeme :
CRTSBSD SBSD(UNIV2025/SBUNIV2025) POOLS((1 *BASE)) TEXT('Démo pour powerweek 2025’)

¢ Création d’une JOBO:
CRTJOBQ JOBQ(UNIV2025/JQUNIV2025) TEXT('Jobg pour WS')

« Ajout de la jobg au sous-systeme
ADDJOBQE SBSD(UNIV2025/SBUNIV2025) JOBQ(UNIV2025/JQUNIV2025) MAXACT(*NOMAX)

* Ajout de laroute
ADDRTGE SBSD(UNIV2025/SBUNIV2025) SEONBR(999) CMPVAL(‘WSUNIV2025")
PGM(QSYS/QCMD) CLS(QHTTPSVR/QZHBHTTP)

« (Création de la JOBD

CRTJOBD JOBD(UNIV2025/IDUNIV2025) JOBQ(UNIV2025/JQUNIV2025) TEXT('Démo univ2025")
RTGDTA(WSUNIV2025)
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Pour les services ?

= Pour router les services, il faut rajouter :

Une jobg

Une jobd

Un profil typé metier, batch — PWUNVI2025

Ajout des droits du profil du serveur en *USE sur le profil
des services

Insérer par SOL le routage :

CALL QSYS2.SET_SERVER_SBS_ROUTING('‘PWUNVI2025
,'QZRCSRVS','SBUNIV2025", 'NO');
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TAI — Trust Authentication Interceptor

= Sur le serveur d’application:

@ Running Server: | UNIV_2025 - V2.6 (web services) v |

b C Tasks and Wizard
ommon Tasks and Wizards NIV_2025 > Security

- Web Services
. Deploy New Service

[ Manage Deployed Services Security
w Server Properties User registry Authentication Cache  Keystore| CORS HSTS
[ Properties
[ View HTTP Servers
The trust association interface (TAl) is a service provi API that the i ion of third-
™ Loaging Enable TAI:l No v I %
B View Logs
4 View Create Summary fes
No
 Tools

<1 Web Log Monitor

= IBM fournit un exemple:
«  https://www.ibm.com/support/pages/trust-authentication-interceptor

= Permet, en déclenchant I'exécution de code java, de :
- Déroger a l'authentification basique
« Creervotre propre couple profil/mot de passe
« Creer et valider votre propre logique d’authentification, token, Oauth, JWT, UUID....
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TAI — Trust Authentication Interceptor

Security

User registry | TAl | Authentication Cache Keystore CORS| HSTS

The trust association interface (TAl) is a service provider API that enables the integration of third-party security services.

Enable TAI: -
Interceptor class name: | | 9.4 com.ibm.sample SimpleTAl

Invoke TAl for unprotected applications: | Mo v |

Allow fallback to application authentication: | No v |

| ibraries for interceptor:

Library
Example /myjars/simpletai jar
Example /myjars/*jar

@ Remove All

Interceptor properties: L\\)
Property name Value
There are no entries for this table.

Remove All

= Renseigner a minima :
« Laclasse de lintercepteur
« L’archive contenant les classes nécessaires a l’exécution du code (.jar) et les déependances
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TAI — Trust Authentication Interceptor

= En plus des vérifications, vous pouvez :

« Ajouter un audit qui comprendra aussi les appels en echec d’authentification.
* Unlog d’appels

= Avantage:
« Controle au plus haut

« Performance, bibliotheques disponibles directement dans Liberty (WebSphere
Security JWT Builder And Token API, WebSphere Oauth 2.0 web SSO API)

= Tnconvenient:
» Deéporte du code / Ajoute une techno (Java)
* Performance ! Sivous rajoutez du code...
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Performance

= Cadepend!

« La performance dépend grandement du temps de réponse de votre
programme !

* De lacomplexité du flux retour
= Dans un contexte de service ciblé:
« Un de nos clients :

— Gateway recoit 40 millions de requétes par jour dont 1 millions vers I'IBM |
 Descas IBM:

Client Characteristics
Large US « The client has implemented IWS on several IBM i partitions, servicing hundreds of
based IT healthcare facilities.
services « Each partition has 1 IWS server with over 450 unique API services.
provider to « The busiest partition receives over 100 service requests/second with no rejections or
the reply errors. This is in conjunction with substantial traditional WebSphere and other
healthcare IBM i workloads running on the same partition.
industry . The clierjt uses IWS scri.pt cor.n-mands to automate service updates and new service

installations across their partitions.
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Performance

US based + The client uses IWS to provide API services to applications across their different
furniture lines of business, including RFID readers in their manufacturing facilities.
manufacturer, « Approximately 150 services deployed on 1 IWS server, handling requests from over
distributor 70 unique clients.

and retailer

US based + The client has used IWS to transform applications from a 5250 interactive only
furniture interface to Web browser and tablet based interfaces, plus added new functionality.
retailer « The WS implementation handles requests from internal and external applications

and Amazon Web Services.

Workload is spread across 2 IWS servers based on the service requested.

50+ SOAP based services deployed, response times are predominantly sub-second.
s Services performance metrics have been integrated within their New Relic

performance management environment.
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Performance

Large global
Bank

This client has undertaken a project around 5 years ago now to APl the bank.
Objective: making all callable aspects of their core banking application running on
IBM i APl accessible.

Note this client also has implemented an API gateway.

They have automated the creation and distribution of the REST APlIs, as part of the
Application Development Build and deployment process (Ansible helps drive that
automation of the IWS infrastructure).

This client is leveraging IWS across the entire enterprise, each LAPR or separate
country having Rest endpoints.

They have over 200 servers in the estate running IWS. Each region has some base
services and then extended services that are region centric. Still working on getting
an idea on the number of services, butit’s avery large number.

Some 300-500 request per day, others, 1000 requests per hour

They manage more and more of the estate with Ansible providing great automation.
They recently automated their server certificate management support

Power Week —18/19/20 novembre 2025




Power Week

18 -19 - 20 novembre
PAOVAS

Futures évolutions

26



Futures évolutions

= De¢ja des changements — convertemp en rest !

= Enattente de laTR1 de la V7R6 — 21 Novembre
- IWS 3.0
« Environnement d’execution Jakarta EE a la place de Java EE
* Gain de 20% de performance
«  Amélioration continue
* Documentation API REST type OpenAPI

 Support entéte CORS, Cross-Origin Resource Sharing, acces inter-domaines
sécurisés

 Support entéte HSTS , HTTP Strict Transport Security, renforce la sécurité en
obligeant ['usage de TLS, interdit 'usage de certificat auto-signé
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