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Services Web avec IWS : sécurité avancée

= Agenda

* Rappels bonnes pratiques
« JWT

* Génération de jetons

* Validation de jetons
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Certificat

= Ce peut étre le méme certificat
* Ounon
* Dépend de vos besoins (certification en relation avec le nom DNS ...)

= Pour les 2 serveurs, des assistants dans l'interface graphique
* http://votre partition:2001/HTTPAdmin ou https://votre partition:2010/HTTPAdmin

Université IBM i - 19 et 20 novembre 2024


http://votre_partition:200/HTTPAdmin
https://votre_partition:2010/HTTPAdmin

Certificat — Serveur Apache

Configure TLS
aM Weh Ad o i-d Specify Port Informatian - Step 2 of 7

Manage The port this HTTP server is currently listening on needs to be updated. Specify the
This has no impact to the TLS port specified.
All Servers = HTTP

) Specify TLS port for HTTP server: ;
@ Running [ al configuration v |
TLS port: 10443
¥ Common Tasks and W Note: Most browsers make secure requests to port 443 by default. S" . Apachefz_d._ﬁa {IEM i]

* HTTP Tasks and Wiza
JJ Add a Directory to th Disable the non-TLS port?:

; @) es, disable non-TLS port while configuring TLS port
Configure TLS _

() No, leave non-TLS port enabled while still configuring TLS port

+ Server Properiies Configure TLS

[ General Server Conf _ g _Step Tof 7 ]

[ Container Management T iRa FARA th waridna Tha VISR farRgy - ary -tep o

[ Virtual Hosts

[ URL Mapping Configure TLS When you click Finish, this wizard configures TLS for the HTTP server JWT_CNS. The HTTP server is associated with application s
Specify Digital Certificate - Step 4 of 7 1 rki

[ Request Processing - ) TLS port: 10443

I HTTP Responses 10 configure TLS, your server must have a digital certificate. Th Cortificate Store: System (SYSTEM) certiicate store

G Gontent Setiings Certificate N : QIBM_HTTP_SERVER_JWT_CNS

I Directory Handling P : 0 ertiticate Name: . = W e
Specify digital certificate for server. Server Application Name: QIBM_HTTP_SERVER_JWT_CNS

. ® Issue a new certificate by local CA

[ Security o . ) 0

B Dynamic Content am ' Select existing certificate from system certificate store ‘You can use Digital Certificate Manager GUI interface to manage the server application and the associated certificate.

G Logging TR

mp Use the Fast Response Cache Accele Note: When the configuration is completed, you need to restart the HTTP server and associated application server JWT_CNS

roxy

[ System Resources

M Cachs Use full proxy support, including forward PrOXY. Teverse proxy and proxy chaining to enhance network secu W and lessen network traffic. A proxy se
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Certificat — Serveur Java

Configure TLS
Specify Digital Certificate - Step 6 of 10

IBM Web Administration for i

To configure TLS, your server must have a digital certificate. The serv
Specify digital certificate for server:

Advanced | Related Links

All Servers | HTTF Servers = Application Servers  Installations (O Issue a new-self signed cerfificate

- Starting Server: | JWT_CNS - V2.6 (web services) v | @ Select existing certificate from the keystore
w Common Tasks and Wizards JWT CNS Digital t:far.ﬂﬁcate:_| - Select - g

J Create Web Services Server Note: Digital certif - Select -

e L Configure TLS ITEST10-SERVICES-2024
Manage Specify keystore information - Step 3 of 10 QIBM_HTTP_SERVER_JWT PRD
Server: JW QIBM_HTTP_SERVER_ADMIN

Keystore is a storage facility for cryptographic keys and o - - - sary for making
JWT_UINI24

1 Configure TLS

‘ : : .
Specify TLS port and profocol - Step 2 of 10 SPecify keystore information:
- Speciﬁ,' keystore path and type

} Specify the port number for secure communication

QIBM_HTTP_SERVER_JWT_CNS

Keystore path: |fwwfiwl_cns!wlp#usr.l’senrersdfjwt_{:nsfresn urces/security/key jks |[ Browse ]

IP address: | All IP addresses v | Keystore type:
TLSport  |10543 |

} TLS protocol: | TLSv1.2 w

L

! Configure TLS

O Use Digital Certificate Manager (DCM) :Summary - Step 10 of 10

O Specify different path for fruststore When you click Finish, this wizard configures TLS for this server. The plugin configuration for the associated HTTP ¢

Disable the non-TLS port?:

. . . IP address: All [P addresses
'?3 Yes, disable non-TLS port while configuring TLS port TLS port: 10543
_) No, leave non-TLS port enabled while still configuring TLS port SSL protocol: TLSw1.2
Keystore: DCM SYSTEM store

Certificate Name: QIEM_HTTP_SERVER_JWT_CNS

U nive r5|te IBM 17 Note: When the configuration is completed, you need to restart the server and associate http server JWT_CNS
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Endpoint

= Fichier \www\{instance\wlp\usr\servers\{instance/\server.xml

"#" httpOptionsRef="defaultHttpOptions" httpPor
’ 8.1 ttpPort= '

Application Server Poris JRE Web Services | Subsystem Information

Port information for the integrated Web application server (7]

Command port: 10014
IP address or hostname HTTP port HTTPS port TLS setting IP address or hostname  HTTP port  HTTPS port TLS setting
Example * 10000 Example 10000 .
Example 10.1.2.3 10000 10001 mySSL Setting Example  10.1.2.3 10000 10001 myS8L Setting
9 ” e — ST R — 127.0.0.1 10543 SSLSettingsByWebAdmin
Add —

Trusted HTTP proxy server IP addresses
Example *
Example 10.1.2.3
Example None
172.17.02
172.30.1417

127.0.0.1

Reset

9 et 20 novembre 2024




Endpoint

= Par le serveur APACHE
* https://itest10.gaia.lan:10443/web/services/convertTempRest/80

HTTP Server Administration o * itest10.gaialan: 10443 /web/sen. X HTTP Server Administration o

2/ fitest10.gaia.lan: 10443 fweb/services/convertTempRest/80

[ Perso [ Pressegénéraliste [ IBMi  [3J Travail [ COMMON France [ Common Europe IBM Docun

Impression €légante [ |

{"TEMPOUT":"26.66"}

=  Parle serveur JAVA |T:E|
* https://itest10.gaia.lan:10543/web/services/convertTempRest/80

Ce site est inaccessible
itest10.gaia.lan n'autorise pas la connexion.

Voici quelques conseils :
« Veérifier la connexion
s Veérifier le proxy et le pare-feu

ERR_CONMECTION_REFUSED
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Liberty ?

= |WS, le serveur de web service de I'|BM i

Est un serveur Liberty, « bridé » pour ne faire que du web service

—  https://public.dhe.ibm.com/systems/support/i/iws/systems i software iws pdf WebSer
vicesServer new.pdf

Server architecture

The web services server is simply an integrated web application server 4 that is running a web services
engine.

The integrated web application server addresses the need for a minimal footprint, easy to configure,
secure infrastructure for hosting web applications and web services. The current version of the server is
based on the IBM WebSphere Liberty profile, a highly composable, dynamic application server.

Figure 12 on page 50 illustrates the underlying architecture of the integrated web services server.

—  Cf https://openliberty.io/
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https://public.dhe.ibm.com/systems/support/i/iws/systems_i_software_iws_pdf_WebServicesServer_new.pdf
https://public.dhe.ibm.com/systems/support/i/iws/systems_i_software_iws_pdf_WebServicesServer_new.pdf
https://openliberty.io/

Liberty ?

= Profitons des possibilités de Liberty
* Pour générer des jetons JWT
* Pour valider des jetons JWT (via TAl)

= Possible également via le code d’implémentation RPG/COBOL

Université IBM i - 19 et 20 novembre 2024



JWT ?

= JSON Web Token
* https://frwikipedia.org/wiki/JISON Web Token

JSON Web Token (JWT) est un standard ouvert défini dans la RFC T5191. Il permet
I'echange securise de jetons (tokens) entre plusieurs parties. Cette sécuriteé de 'échange

se traduit par la vérification de l'intégrité et de l'authenticite des données. Elle s'effectue
par l'algorithme HMAC ou RSA.

* Basé sur des protocoles simples et standards
— JSON, BASE64, HMAC/RSA
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https://fr.wikipedia.org/wiki/JSON_Web_Token

JWT ? Encoded - Decoded

HEADER: AL
eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJ9. ey
= Structure JzdWIi0iIxMjMBNTY30DkwIiwibmFtZSI6Ikpva o e
G4gRG91IiwiaWFBIjoxNTE2MjM5MDIyfQ.cThII ..iwi.; e
oDvwdueQB468K5xDc5633seEFoqwxjF_xSJyQQ }
. . . PAYLOAD: [
JSON : Description du jeton
1 "sub”: "1234567898",

"name” : "John Doe",
/ "iat": 1516239022
JSON : Charge utile

VERIFY SIGMATURE

HMACSHAZ56 (
base64Ur1Encode(header) + °
. . . base64Ur1lEncode(payload),
Binaire : Signature « |

your-256-bit-secret

) secret basebd4 encoded
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JWT P Encoded Decoded

HEADER:
eyJhbGci0iJIUzITNiIsINR5cCI6IKpXVCJ9. ey
= Structure JzdWIi0iIxMjMBNTY30DkwIiwibmFtZSI6Ikpva o e
G4gRGI1IiwiaWF@IjoxNTE2MjM5MDIyfQ.cThII oy
oDvwdueQB468K5xDc5633seEFoqwxjF_xSJyQQ }
l PAYLOAD:
1 sub”: 1234567890
Encodage des parties du jeton en e e
Base64url

VERIFY SIGMATURE

HMACSHAZ2 56 (
base64Ur1Encode(header) + ° +
base64UrlEncode(payload)
your-256-bit-secret

) secret basetd encoded
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JWT ?

= Le payload contient des données standardisées, toutes facultatives, des claims :
* iss:créateur (issuer) du jeton
* sub: sujet (subject) du jeton
* aud : audience du jeton
* exp : date d'expiration du jeton
* nbf: date avant laquelle le jeton ne doit pas étre considéré comme valide (not before)
* jat:date alaquelle a été créé le jeton (issued at)
* jti:identifiant unique du jeton (JWT ID)
= \ous pouvez ajouter vos données personnalisées
* Scope du jeton
* Authentification interne
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JWT ?

=  Propriétés
e Stateless
* Authentifier un utilisateur pour un usage et pour une durée
* La signature, via échange de clé préalable, permet de valider le jeton : authenticité
et intégrité
* Sans serveur tiers
* Peut étre encrypté
* Supporte SSO, access control API ...

Université IBM i - 19 et 20 novembre 2024



JWT

https://commons.wikimedia.org/wiki/File:Digital_Signature_diagram_fr.svg

Signature par clé asymétrique

Clé privée pour signer le jeton
Clé publique pour le vérifier

Signature

101100110101

Empreinte

Fonction
de hachage

Chiffrement de
lempreinte
en utilisant

la clef privée du

signataire

mO

E (]
# 111101101110

Certificat Signature

Donnees

-

Liaison
aux
données

Données signées numériquement
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Signature

Déchiffrernent
avec la clef
publique du
signataire

Données

Fonction

de
hachage 0
?
101100110101 — 101100110101
Empreinte Empreinte

Si les empreintes sont identiques, la signature est valide




Scénario

Certificat TLS producteur

-- Profil/Mdp -->

Service de LDAP / AD
o < {JWT} - 5 Jeton Application
@ Clé privée
Client API
REST :
N (

0 — JWT} > P o ) [

, i »  APIREST = DB2
<-- {données} -- \ ] J

Clé publique .

ILE (PRG/COBOL)

Liberty = Profils IBM i

Certificat TLS consommateur

Université IBM i - 19 et 20 novembre 2024
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Prérequis

= Neécessite TLS
=  Sur l'instance Java
=  Serveur HTTP Apache non nécessaire ici

Université IBM i - 19 et 20 novembre 2024



Activation de la fonction jwt

= Fichier \www\{JWT_PRDHNwlp\usr\servers\{{WT_PRD}server.xml
* Ajouter la ligne

www > IWT_PRD > wlp > usr » servers > JWT _PRD > % server.xml|
version="1.8" encoding="UTF-&" description="JWT_ PFRD"

onError="WARN"™
s51-1.8
localConnector-1.8
transportSecurity-1.e
jaxws-2.2
appSecurity-2.8
IBMiUserRegistry-1.8
IBMiHttpMessagelogger-1.8
davrc_1 1

jwt-1.8

Université IBM i - 19 et 20 novembre 2024



Activation de la fonction jwt

= Cela active une nouvelle URL disponible dans I'instance Java
* https://itest10:11002/jwt/*

Se connecter

= Mais aussi une URL pour génération de JWT
* https://<host>:<port>/jwt/ibm/api/<configld>/token
*  https://itest10:11002/jwt/ibm/api/uii24/token Nom dutihsateur | qsecolr

Mot de passe [ ------- | ]
* Demande une authentification basique

— Raison pour laquelle TLS est obligatoire Annuler

https://itest10:11002
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https://itest10:11002/jwt/*
https://itest10:11002/jwt/ibm/api/uii24/token

Activation de la fonction jwt

Il faut configurer I'instance Java pour l'authentification

User Profiles

— Déconseillé
Liste de validation

— Ne fonctionne pas ici ?
Fichiers XML dans I'lFS

— Notre solution

w Web Services
J Deploy Mew Service
[ Manage Deployed Services

w Server Properties
[ Properties
B View HTTP Servers

[ Logging
B View Logs
s View Create Summary

* Tools
). Web Log Monitor

& Greate Certificate
=~ Manage Cerificates
s~ Create Keystore

Security

User registry | | TAl |Authentication Cache Keystore| CORS HSTS

User registries perform security related functions, including authenticati

Enable User Registry:

Realm: | defaultRealm
Use secure connections:
Path to role definition file: | *NOMNE
Path to group definition file: | *NOQME

Mormalize login name case: | "NONE

Liser registry:
) Use user profiles for authentication
() Use validation list for authentication

® Use file for authentication

Path to user definition file: | iwww/JWT_PRD/confluser.xml
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Activation de la fonction jwt

= Fichiers des utilisateurs autorisés
* Ici /www/JWT_PRD/conf/users.xml

1 version="1.8" encoding="UTF-8"

r name="jwt" password="abc123"
r name="jwtuserall” password="j
r name="nb" password=
ser name="7jms" password="{xor}Lz4sLChv

e Attention aux droits sur le fichier

Droits sur
Utilisat données

¥*PUBLIC *EXCLUDE
QTMHHTTP R X
QWSERVICE KRX
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Personnalisation des JWT

= Toujours dans \www\{JWT_PRDRNwlIp\usr\servers\{JWT_PRD}server.xml
° id

— ldentifie le constructeur de JWT

— On peut en faire plusieurs avec des configurations diverses
—  Fait partie de 'URL : https://itest10:11002/jwt/ibm/api/uii24/token

id="uii24"

Université IBM i - 19 et 20 novembre 2024



Personnalisation des JWT

* keyAlias & keyStoreRef

— certificat utilisé pour calcul de la signature (doit supporter RSA)
— keyAlias = nom du certificat (peut étre différent de celui associé au serveur)

id="uii24q"
keyAlias="1JWT UII2

Home View Certificate

*CYSTEM »® Renew Export

PP JWT_UII24
Open Certificate Store w2024
Create Certificate Store Expires in 364 days

RSA (1024 bits)
Stored in software
Install CA Certificate Server/Client Certificate

location= }a rtf KDB" password="{xor}Njo2bmZmb{)=="
provider="IBMi505]55EProvide
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Personnalisation des JWT

* expiresinSeconds, audiences, jti, issuer ...
— Propriétés a insérer dans le jeton
* Liste ici : https://www.ibm.com/docs/en/was-liberty/nd?topic=configuration-

jiwtbuilder id="uii
) i . keyAlias="JIWT UI
JWT Builder (jwtBuilder) yAla —

Last Updated: 2023-11-16

sInSeconds

Information about configuring the builder. The elements and attributes that you specify are used to build the token.

Name Type Default pestiption
audiences string The trusted audience list to be included in the aud claim intheSONWebtoken:

. Specify a comma separated list of claims to include in the token. These claims must be existing
claims string

user attributes that are defined for the subject of the JWT in the user registry.

Specifies the encryption algorithm that is used to encrypt the JWT plaintext to produce the JIWE
ciphertext.

A256GCM

Use the AES GCM algorithm with a 256-bit key to encrypt the JWT plaintext of a JIWE.

contentEncryptionAlgorithm — A256GCM

Indicates the token expiration time in seconds. Takes precedence over expiry. When this
. . X attribute is set to a negative number, the value of the expiry attribute is used. Specify a positive
. A period of time with . . a q 5 —f : )
expiresInSeconds q . -1 integer followed by a unit of time, which can be hours (h), minutes (m), or seconds (s). For
second precision
P example, specify 30 seconds as 30s. You can include multiple values in a single entry. For

example, 1m30s is equivalent to 90 seconds.

A dof ti it Indicates the token expiration time in hours. ExpiresInSeconds takes precedence if present.
eriod of time with
expiry h > L 2h Specify a positive integer followed by the unit of time, which can be hours (h). For example,
our precision
P specify 12 hours as 12h.

This ID is used to identify the JWT builder. If an ID value is not specified, the builder is not
processed. The ID must be a URL-safe string. The ID is used as part of the issuer value if the
issuer configuration attribute is not specified. The JwtBuilder API uses this ID to determine
which builder configuration to use to construct JWTs.

id string defaultIWT

An Teciiar e a race-_cancitive IR 11cing the HTTE Ar HTTPE crhoame that ~rantaine erheme hoot


https://www.ibm.com/docs/en/was-liberty/nd?topic=configuration-jwtbuilder
https://www.ibm.com/docs/en/was-liberty/nd?topic=configuration-jwtbuilder

Obtenir un jeton

= https://itest10:11002/jwt/ibm/api/uii24/token

=  Produit

{"token":
"eyJralWQiOiJDRmOkVG5rSTNhUHM2UKYWROowcU5ZUIRGYTASMINST3MIM1ZERTdldkswIiwidH1wI
joiS1dUIiwiYWxnIjoiUIMyNTYifQ.eyJob2t1b190eXB1IjoiQmVhcmVyIiwiYXVkIjpbInviaTIw
MjQiLCJuYiJdLCIzdWIi0iJqd3QiLCJ1cG41i0iJqd3QiLCIyZWFsbSI6IMR1ZmMF1bHRSZWFsbSIsIm
p@aSI6InIPS2IwU211YNZUMOtIc3EiLCIpc3MiOiJodHRwczovL2p3dC5nYWlhLmxhbiIsImV4cCI6
MTczMTYyNJE2MywiaWFOIjoxNzMxNjI2MTAzfQ.PEiyTOdiDdY1d1Qds4mckilWvnRCwy6 -
EGd1HEcalYmQMmF5kUALgRdeUbkf2DGQZDmY_BNdf9TYHu uKT878PbiV3aVKe448iEzI3xuNWghQn
ND1bnGgmYJtyuuubOMO1ljgq6PU_YmvB3wqgEiY7ICT4JLq3ROSPYy5mvPhC2fLh3Mrx0tRiyRahUZqT4u
J9gpfV_0gDR6RePYozkb1LiYSKwqulKCCXgxtMXcuhM1lLo8zcAdEMFkXz-OE3NN-
IobIHbqgti6plLaalKIh-

FOXFayPglL_ EROWtDoGI3Bltswu@UETmAVLF103d450iyuHh83pYCGASOZRKpaGobwDb4U8 A"}
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https://itest10:11002/jwt/ibm/api/uii24/token

Obtenir un jeton

HEADER: ALGORITHM & TOKEN TYPE
= Analysons avec https://jwt.io/ {
"kid": "CFodTnkI3aPs6RFBGJBgNYRTFa/R35R0s52ZVDETevKa™,
EnCOded PASTE A TOKEN HERE ! t}'p ' . IJWT“ '
"alg”: "R5256"
eyJraWQiOiJDRmOkVG5r STNhUHM2UkYwRBowcUS5 h

ZU1RGYTASMTNST3M1M1ZERTd1dkswIiwidH1wIj
01S1dUTiwiYWxnIjoiUIMyNTYifQ.eyJBb2t1bl
90eXB1IjoiQmVhemVyIiwiYXVKIjpbInV1aTIwM
jQiLCJuYiJdLCJzdWIi0iJqd3QilCJ1cG4i0ilg

d3QiLCJyZWFsbSI6ImR1ZmF 1bHRSZWF sbSIsImp / \
PaSI6INJPS2IwU211YnZUMOtIc3EiLCJpc3Mini
JodHRwczovL2p3dC5nYW1lhLmxhbiIsImV4cCI6M
TczMTYyNjE2MywiaWFOI joxNzMxNjI2MTAZfQ.P kid : (optionnel dans la norme) key id

EiyTOdiDdY1d1Qds4mckiWvnRCwy6- . \ . . . )
EGdTHEcaJYmQMmF5kUALqRdeUbk f2DGQZDmY _BN typ * Correspond d appllcatlon/JWt de I IANA

df9TYHu_uKT878PbiV3aVKB448iEzI3xuNWghQn a|g : pour Signature
ND1bnGgmYJtyuuubOMO1ljq6PU_YmvB3wqEiY7IC
T4JLg3RBSPy5mvPhC2fLh3Mrx0tRiyRahUZqT4u
J9qpfV_0gDR6RePYozkb1LiYSKwqulKCCXgxtMX \ /
cuhMlLo8zcAdEMFkXz-0E3NN-

IobIHbqgtibplLaalKIh-

FOXFayPgL_ERBwtDoGI3BltswuBUETm4VLF10Jd

4561yuHh83pYCGAsOZRKpaGobwDb4U8jA Bité IBM i~ 19 et 20 novembre 2024



https://jwt.io/

Obtenir un jeton

= Analysons avec https://jwt.io/

PAYLOAD: tBuilder id="uiiza"
keyAlias="JIWT_UI
expiresInSecon

audiences="uii2e24,

token_type”: "Bearer jti="true"

aud”: [ issuer="https://jwt.gaia.lan"
uu12624
NE

1. aud : audiences dans fichier de conf

sub”: " jwt sub & upn : utilisateur (jwt dans notre exemple)
e jti : identifiant unique de jeton (pour jeton a
jti": "rOKbBSiebvT3KHsqg usage Unique par exemple)

1ss": "https://jwt.gaia.lan", iss :issuer

exp : 1731626163 ) . . .
ot 1731696105 exp : expiration (secondes depuis EPOCH)

iat : date de création (secondes depuis EPOCH)

Université IBM i~ 19 et 20 novembre 2024


https://jwt.io/

Obtenir un jeton

= Analysons avec https://jwt.io/

PAY LOAD:

token_type Bearer
aud”: |

uu12e24",

nb
sub Jwt
upn®: “jwt",
realm defaultRealm
jt1 rOKbBSiebvT3KHsq",
1ss”: “"https://jwt.gala.l
exp”: 1731626163,
lat 1731626183

Security

Fealm:

User registry | TAI

Enable User Reqistry:

nnections:

Authentication Cache | Keystore

User registries perform security related functions, inclu

| defaultRealm

domaine
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https://jwt.io/

Obtenir un jeton

= Par SQL

1l walues gaysid.http_get({'https://itescli:11002jwe/ibm/api/miiZd coken”, '"{"basicRuth™:"jwt,abcli3™]");
2

aooal1
{"token™: TeyJraWli0iJDEmAEVESrSTHhUHMETEYWROoWwc IS EUIRGYTASMINST3MIM] ZERTAldkawliwidHIwIjoiS1gUIiwiYWxn. ..

w > JWT_PRD > conf user.xml
version="1.8" encoding="UTF-8"

=  Facile !

password="abt

nassword="

P
password="

name=""Jjms" password="{
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Dépannage

= Mauvais profil/mot de passe
HTTP_STATUS_CODE = 401 (Unauthorized / Bad credentials)
"WWW-Authenticate":"Basic realm=\"defaultRealm\""

= Sans TLS

Error 404: CWWKS6052E: Un schéma HTTP est utilisé au point
d'extrémité indiqué : http://itestl@.gaia.lan:10002/s, HTTPS est
requis.

= |nvocation via le serveur Apache
Not Found
The requested URL was not found on this server.
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Notre service de test

= Déployer un service :

* Liste des profils *ALLOBIJ de la partition

Redeploy Service
Specify secunty constraint - Step 2 of 8

The security constraint limits who can access the web service.

Secure fransport required:
Protect using authentication method: | *NONE

Specify SQL statements that will be externalized as a Web service: '9

Procedure name SQL statement/Parameter name -
[ listeAILLOBJ SELECT AUTHORIZATION_NAME, STATUS, NO_PASSWORD_INL |General| | Security| | Methods| | Swagger

TEXT_DESCRIPTION
FROM Q5Y52. USER_INFO

WHERE SPECIAL_AUTHORITIES LIKE "%*ALLOBJ%

OR AUTHORIZATION_MNAME IN {

SELECT USER_PROFILE_NAME

FROM Q5Y52.GROUP_PROFILE_ENTRIES
WHERE GROUP_PROFILE_NAME IN {
SELECT AUTHORIZATION_NAME

FROM QSYS52 USER_INFO

WHERE SPECIAL_AUTHORITIES like '%*ALLOBJ%"

Specify User 1D for this Service: 9‘
) Use server's user ID

(@) specify an existing user ID

User ID: | NB

Update the server's user ID to have *USE authority to this user ID.

() Use authenticated user ID

Service Properties

Connection Pool JDBC Properties

Service information

Resource Mame: rootUsers
Resource description: Profils ALLOBJ
URI path template: [/

Startup type:

Service install path:  fwww/JWT _CNS/webservices/services/rootUsers
Base resource URL: hitps:/fitest10.gaia.lan: 10543/ web/servicesirootUsers

Update the servers user ID to have *USE authority to this user ID.

)
. ) ﬂ
ORDER BY AUTHORIZATION_NAME :




Notre service de test

. v ( listeAILLOBIResult X =M REST API Documentation
|
P rOd u It €« X @[ @ itest10.gaialan:10543/web/servi tUsers Yt B O

[ Perso [ Pressegénéraliste [J IBMi [ Traval [ COMMON France [ Commen Europe IBM Documentation @ Code for IBM i

= A sécuriser ! rootUsers_ListeAILLOBJ_R
AUTHORIZATION_NAME STATUS NO_PASSWORD_INDICATOR PREVIOUS_SIGNON TEXT_DESCRIPTION
GABRIEL *ENABLED YES Gabriel AMPHOUX
GDUMAS *ENABLED NO 2024-10-30T16:58:45+01:00 Gautier Dumas
JL *ENABLED NO 2024-09-12T10:00:25+02:00 Profil pour Julien
NB *ENABLED NO 2024-11-15T10:01:43+01:00 Nathanaél
PLB *ENABLED NO 2024-03-07T16:29:55+01:00 Utilisateur PLB
PO *ENABLED NO 2024-04-26T14:37:01+02:00 Profil pour Pierre Henry
QLPAUTO *ENABLED YES Profil utilisateur fourni par IBM
QLPINSTALL *ENABLED YES Profil utilisateur fourni par IBM
QSECOFR *ENABLED NO 2024-11-15T10:01:13+01:00 Responsable de la sécurité
QSYS *ENABLED YES Profil utilisateur interne systéme
RESCUE *ENABLED NO Responsable de la sécurité
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Etape 1 : authentification

= |WS permet la définition de roles et de groupes pour l'authentification basique

mil

Security

ion=" encoding="UTF-8"

User registry | TAl Authentication Cache Keystore CORS HSTS

User registries perform security related functions, including authentication and authorization, for app

Enable User Registry:

Realm: | defaultRealm

Use secure connections:

Path to role definition file: |Iwmw'JWT_CNSFcnanr{:Ies.xml

Path to group definition file: |Iwmw'JWT_CNSFcnnﬁgrnupes.xml | or v || Browse 7 : .
Normalize login name case: | "NONE I yerston encodine= UIEE

rL.Is er registry:
®) Use user profiles for authentication

\ NOTE: The server user ID must have *USE authority to user

. \se validation list for authentication

() Use file for authentication




Etape 1 : authentification

=  Au niveau du service

Redeploy Service
Specify security constraint - Step 2 of 8 Profil authentifié €» Profil exécution

The security constraint limits who can access the web service.

Secure transport required: Redeploy Service
. - - Specify User 1D for this Service - Step 6 of 8
Protect using authentication method: | *BASIC
All available roles Authorized roles The service requires an IBM i user ID to run the Web service business logic. T
admin admin
restreint all Specify User ID for this Service: (7]
all |T| () Use server's user ID
|?| )] Specify an existing user ID
| e | UserID:|NB
| e | Update the server's user ID to have *USE authority to this user 1D.

() Use authenticated user [D
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Etape 1 : authentification basique (profil/mot de passe)

=

Se connecter

= Appel du service

https://itest10.gaia.lan: 10443 Casse en
¢ Utlllsateurs MNom d'utilisateur [ H—E— fonCtion de
— NB:OK Normalize

Mot de passe

— JWTUSERRST : ERREUR

—  JWTUSERALL : OK Annuler

= Sjvous avez choisi « Use authenticated user ID »

* Le profils serveur IWS doit avoir *USE Bibliothaque . . 1 s HE

Type d'objet : XUSRPRF

* Sur chaque profil possible !

Droits
Utilisat Groupe sur objet
*PUBLIC ¥EXCLUDE
NB ®ALL
JWTUSERALL USER DEF
QWSERVICE *USE
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Etape 2 : authentification via JWT

= Fichier \www\{JWT_CNSNwlp\usr\servers\{JWT_CNSHserver.xml

eManager onError="WARN"
re>ssl-1.8</feature
rer>localConnector-1.8</feature
re>transportSecurity-1.8
re>jaxws-2.2</feature
re>appSecurity-2.8</feature
re>IBMiHttpMessagelogger-1.6
rerjaxrs-1.1</feature
re>apiDiscovery-1.8</feature

TOMA - e Dmrd e e F

re>jwt-1.8</feature

r id="jwtcons"”
audiences

issuer="h

truststore default
trustedAlis=<"IWT UII24"

ore id="default}

location=
password="
provider="

t}rpE:”IEi'1__-_ yh.BY

Université IBM i - 19 et 20 novembre 2024



Etape 2 : authentification via JWT

= (Classe Java pour TAI

com.ibm.websphere.appserver.api.security _1.3.xx.jar
com.ibm.websphere.appserver.api.securityClient_1.1.xx.jar

Nécessite les dépendances :

io.openliberty.jwt_1.xxx.jar

Présentes ici :
/QIBM/ProdData/OS/ApplicationServer/runtime/wlp/dev/api/ibm/

| @ Propriétés de TAIuii24

Ressource

Assemnblage de déploiemer
Balises de tiche

Chemin de génération Java
Compilateur Java
Couverture de code Java
Editeur Java

Emplacement Javadoc
Environnements d'exécutic
Facettes de projet
Générateurs

Chemin de génération Java

(® Source (= Projets Ei Bibliothéques % Ordre et exporta

Fichiers JAR et dossiers de classes dans le chemin de génération :

LR

B B
lalls

)
5

Bl
=i

com.ibm.websphere.appserver.api.security_1.3.87.jar - (
com.ibm.websphere.appserver.api.securityClient_1.1.81
io.cpenliberty.jwt_1.1.81.jar - C:\Users\nbonnet\Downlc
javax.serviet-api-4.0.0,jar - ChUsers\nbonnet\Downloac
Bibliotheque systéme JRE [JavaSE-1.8]

Biblictheques EAR

 /QIBM/ProdDa
~ B ibm
B3 schema

com.ibm.we
com.ibm.wel
com.ibm.v
com.ibm.w
com.ibm.v
com.ibm.w
com.ibm.v
com.ibm.v
com.ibm.we
com.ibm.we
com.ibm.v
com.ibm.v
com.ibm.wel
com.ibm.v
com.ibm.w
com.ibm.v
com.ibm.wel
com.ibm.v
com.ibm.v
com.ibm.v
com.ibm.we
com.ibm.v
com.ibm.v
com.ibm.w
com.ibm.w
com.ibm.w
com.ibm.v

com.ibm.v

com.ibm.webs

com.ibm.we
com.ibm.wel
com.ibm.v

r.api.monitor_1.1.

ver.api.cauth 1.2

api.oid

api.p

/l



Etape 2 : authentification via JWT

= Code
* Authentification = TLS !

public boolean isTargetInterceptor (HotpServlietBRegquest req) throws WeblrustAssocliationException {
ff Add logic to determine wl her to intercept this regquest, i1.e. this
TAT i=s going to aut the user
boolean match = false;
/f Verify that the Authorization header contains a JET
if |

reg.getHeader ("Authorization™) '= mmll) {

System.ocut.println (" [JWITAI] HTTF header Authorization

= " + reg.getHeader ("Authorization™)):;
match = reg.getHeader ("Authorization™)
.matches ("Bearer ([a-zR-Z0-9]|-| )+ M. ([a-2B-Z0-9] |- _)+\\. ([a-=2B-Z0-9] |- _[|=)+"):
System.ocut.println (" [JWITAI] HTTP header Authorization match = " + match);
If request is using HITPS5 and does contain a JWT then intercept
if (reg.isSecure() && match) {

retaorn true;

retuorn false;
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Etape 2 : authentification via JWT

= Code

public TAIResult negotiateValidateandEstablishTrust (HftpServletRequest reg, HttpServletResponse resp)

throws WebTrusthAssociationFailedException {

String tai user = "";
String jwtTokenString = reg.getHeader ("Authorjzation™).splic(™ ") [1]:

he myJWIConsumer configuration¥(cf. server.xml)

Jjwtlonsumer = JwtbConsumer.create ("jwtcons");

JwtToken jwtTokenConsumer = jwtlConsumer.createdwt (jwtTokenString);

Claims jwtClaims = jwtTokenConsumer.getClaims ()
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Etape 2 : authentification via JWT

= Exporter le .jar puis

JWT CNS = Security

Security

User registry | TAl Authentication Cache | Keystore| CORS HSTS

The trust association interface (TAl) is a service provider API that enables the integration of third-party security services.

Enable TAl:

Interceptor class name: |fr.gaia.tai.gaiaTAI

e 0. com_ibm_ sample SimpleTAI

Invake TAl for unprotected applications:
Allow fallback to application authentication:

Libraries for interceptor:

Library
Example  /myjars/simpletal jar

Add || Remove All
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Etape 2 : authentification via JWT

= Prérequis

e Certificat
— clé privée disponible pour le jwtBuilder, clé publique pour le jwtConsumer

Security
* Realm
. User registry | | TAl Authentication Cache @ Keystore
— ldentique
User registries perform security related functions, incli
Enable User Registry:
Realm: | defaultRealm |
° AUdlenceS Use secure connections:

— Au moins 1 audience en commun entre le jwtBuilder et jwtConsumer

id="uii2a"
keyalias=
expiresInSecond
audiences="ui

audie

issue
truststoreR
trustedAlias="JWT_UII2
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Avec du COde :— Obtenir un jeton

create or replace variable ggpl.jeton varchar(e000) ccsid 1208 ;
set ggpl.jeton = json value{ gays2.http_get('https://itestl0:11002/jwt/ibm/api/uiiZd/coken’,

[ | Pa r SQL '"["basichuth":"jwtuserall, jwtuserall™} "),

's.token' RETURNING varchar(e000) ) :

wvalues ggpl.jeton ;

00001

eyJraWlifiJwbrmn2RRazg S TERFW X cUl 2dThaeXpSHOhScURuSHIwd1dNTn1 Sc0Z r I iwidHIwWI JoiS1dUTIiwi YWEnI jJoi UIMyNTYifQ. eyJ0k2tlkl190eXBlI joitmVheeVy I iwi¥XVEI joldWlpM I AyNCIsInN1YiT

gelect ¥ from table{gsys2.http_get_werbose('https://itestll.gaia.lan:10543/wekh/services/rootlUsers")) ;7 -- == £01 non authentifis
select * from table (gsysd.http get_ver e("https://fitestll.gaia.lan: 10543/ /web/services/rootlUsers’,
"["he ["accept™:"application/json™, "huthorization™:"Bearer " || trim{ggpl.jeton) || ""}}'}) :

RESFONSE MESSAGE RESWT P _HEADER
{"HTTP_STATUS CODE":401, "WWW-Authenticate™:"Basic realm=\"defaultRealm\"

; "Content-Language™:"fr-FR", "C..

RESFONSE_MESSAGE RESFONSE_HTTP HERDER

["rootUsers_ListeR1LLOBJ _R™ : [{ "AUTHCRIZATION NAME" : "GABRIEL", "STATUS" : "*ENABLED", "NO_PASSWORD ... {"HTTE_STATUS CODE":200,"Content-Type":"application/json™,
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Logs

= Cf /www/{JWT_CNS}/wlp/usr/servers/{JWT_CNS}/logs/messages.log

a6aa0025 ihm.ws.SE[urity.au‘thEnticatibn.internal.jaas.];\ASSEP\-’i(EImpl I CWWKS1123I: Le plug-in d'authentification de collectivité avec le nom de classe NullCollectiveAuthenticationPlugin a été activé.
00880025 s.security.authentication.tai.internal.InterceptorConfigImpl I CWWKS1280I: L'initialisation de 1'association de confiance a chargé trustAssociation//com.ibm.ws.security.authentication.tai.interceptor(interceptors)[default-e
00980025 s.security.authentication.tai.internal.InterceptorConfigImpl I CWWKS1281I: La classe fr.gais.tai.gaiaTAI de l'initialisation de 1'association de confiance a été chargée correctement.

= Parle code Java
* Avec System.out.printin

2aeeeec SystemOut 0 [JWTTAI] HTTP header Authorization = Bearer eylraliQiOilwbmxnQ2RRazgSTkRFWiNXcUlzdThge
2aeeeec SystemOut 0 [JWTTAI] HTTP header Authorization match = true
208880ec SystemOut 2 [JWTTAI] TAI USER = jwtuserall

* Avec System.err.printin

[IWTTAI] HTTP header Authorization = Bearer eylralQiOilwbmxnQ2RRazgSThRFWINXcUlzdThqeXpSNohScURUSHIwd1dNTnlSc@ZrIividHlwIjoisldUTiniYkixnI joiUIMyNTYifQ.eyleb2tlbloeeXBlIjoiQmvhemvyIiwivXVkIjoidWlpMiAyNCISInN1YiI6Imp3dHVZZXIhbGwilC11cG410i7qd3R1c2VyYlixs
[IWTTAI] HTTP header Authorization match = true

[IWTTAL] CWWKS6@31E: Le consommateur JWT (JSON Web Token) [jwtcons] ne peut pas traiter la chaine du jeton. CWWKSE@45E: Un jeton JWT (JSON Web Token) avec les mémes revendications 'iss' https://jwt.gaia.lan] et 'jti' [x46h3t7DnlZ2BxAla déja €té recu,

rmoo

SystemErr R [IWTTAI] CWWKS6031E: Le consommateur JWT (JSON Web
Token) [jwtcons] ne peut pas traiter la chaine du jeton. CWWKS6@45E: Un jeton JWT (JSON Web Token) avec les mémes
revendications 'iss' https://jwt.gaia.lan] et 'jti' [x46h3t7DnlZ2BxAla déja été recgu, ce qui pourrait dénoter une

attaque par réinsertion. Assurez-vous que 1l'émetteur du jeton fournisse un jeton avec une revendication 'jti'
unique.
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Et ensuite ?

= Définition de plusieurs producteurs / consommateurs
* Certificats et propriétés différentes
* Mais le realm reste lié au serveur

https://itest10:11002/jwt/ibm/api/uii24/token

id="uiioa"

keyAlias="IWT_UII24" keyStoreRef="defaultKeyStore"
expiresInSecon 5"

audiences="uii2@24,

id="uiiz -
keyAlias="QIBM_HTT
expiresInseconds="6885
audiences="vol

https://itest10:11002/jwt/ibm/api/uii24volubis/token
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Et ensuite ?

= Possibilité de « fallback » sur I'lauthentification basique en cas d’échec de
I"authentification JWT

=  Personnalisation du code Java
* Intégrer vos propres regles d’acces

= Transmission d’informations issues du jeton a I'implémentation RPG
* Via entétes ou variables d’environnement

= Usage d’autres entétes

* X-forwarded-for
* Personnalisées

Université IBM i - 19 et 20 novembre 2024



Conclusion

= Un moyen simple de sécuriser vos services
* Création et validation de jetons
* En utilisant les outils classiques de I'lBM i : DCM
* Nécessaire pour s’intégrer dans les outils standards (APl Gateway, APl Manager ...)

* Ne demande que quelques lignes de code Java
* S’appuie sur des fonctions fournies et supportées par IBM

* Surcolt en performances négligeable (non mesurable sur nos machines)
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